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Fitting a Square Peg into a Round Hole:
The Application of Traditional Rules of Law

to Modern Technological Advancements
in the Workplace

Gregory L. Rasin"
Joseph P. Moan'

I. INTRODUCTION

In the ever-changing technological environment, the transmission of
information has become as simple and as quick as the click of a mouse or the
touch of a button. However, the emergence and widespread use of computers,
electronic mail ("e-mail"), and the Internet in the workplace also has created
challenges for employers, their attorneys, and the courts. Specifically, the courts
are forced to applytraditional rules oflaw to modern technological advancements.
The lack of symmetry between these two notions has created uncertainty for
today's employer. This Article discusses the impact of new technology on
employment law, particularly in the areas of the discovery process, employer
liability for employees' electronic communications, and the attorney-client
privilege.

* Gregory I. Rasinis a senior partner at Jackson Lewis Schnitzler & Krupman and
heads the finn's litigation department nationwide.

** Joseph P. Moan was Senior Counsel atTexaco, Inc., and is currently counsel at
Jackson Lewis Schnitzler & Krupman.
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II. THE IMPACT OF NEW TECHNOLOGY ON THE DISCOVERY PROCESS

At its essence, the discovery process seeks to compel the opposing party in
civil litigation to produce information that could be damaging to his or her case.
Rule 34(a) of the Federal Rules of Civil Procedure governs the scope of this
process. In 1970, Rule 34(a) was amended to provide for the discovery of "data
compilations from which information canbe obtained [or] translated if necessary,
by the respondent through detection devices into reasonably usable form."' The
amendment also allows for the inspection, testing, copying, or sampling of "any
tangible things which constitute or contain matters within the scope of Rule
26(b)."' Although the language of the 1970 amendment is somewhat cryptic, the
notes from the 1970 Advisory Committee make clear that the revision was made
"to accord with changing technology."3

Since the 1970 amendment, and in accordance with the Advisory
Committee's intention, courts consistently have held that electronic
communications and information are discoverable under Rule 34(a).4 Both
plaintiffs and defendants, alike, have been ordered to produce computerized
information, including e-mail,5 employee data information, word processing
documents,6 and, in some instances, the computer itself.7 Notwithstanding that

1. FED. R. Civ. P. 34(a).
2. FED. R. Civ. P. 34(a). Rule 26(b)(1), as amended in December 2000, provides:

"Parties may obtain discovery regarding any matter, not privileged, that is relevant to the
claim or defense of any party, including the existence, description, nature, custody,
condition, and location of any books, documents, or other tangible things ......

3. Bills v. Kennecott Corp., 108 F.R.D. 459, 461 (D. Utah 1985).
4. See, e.g., Sattarv. Motorola, 138 F.3d 1164, 1171 (7th Cir. 1998) (allowing the

discovery of 210,000 pages worth of e-mails in a religious discrimination claim); In re
Brand Name Prescription Drugs Antitrust Litig., Nos. 94 Civ. 897 & MDL 997, 1995
WL 360526, at * 1 (N.D. Ill. June 15, 1995) (enforcing an e-mail discoveryrequest);Bills,
108 F.R.D. at 461 (ordering the production "of documents containing detailed, particular
information regarding numerous employees at [the defendant's] Utah operations" in an
age discrimination case).

5. Discovery requests seeking a litigant's electronic mail ("e-mail') have become
commonplace. Attorneys consider e-mail a potentially wealthy source of discovery
because e-mail messages are often written very informally. As a result, each time an e-
mail message is sent, the computer user unwittingly may have created a potentially
discoverable document for future litigation. For a discussion of how e-mail messages,
and other technological advancements, can expose an employer to liability, see infranotes
82-157 and accompanying text.

6. See Sattar, 138 F.3d at 1171; Simon Property Group L.P. v. mySimon, Inc., 194
F.R.D. 639,641 (S.D. Ind. 2000); Easley, McCaleb & Assocs., Inc. v. Perry, No. E-2663
(Ga. Super. Ct. July 13, 1994). For example, the District Court for the District of Utah
stated:

In many instances it will be essential for the discovering party to know the
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2001] TRADITIONAL RULESANDMODERN TECHNOLOGY 795

"today it is black letter law that computerized data is discoverable if relevant,"
many issues remain.' Does the term "data compilation" include documents and
electronic communications that the computer user seemingly "deleted" yet
persistently survive on the computer's hard drive? May a litigant produce such
discovery on computer disk, or must the documents be produced in hard copy?
Finally, who bears the expenses in producing the electronic discovery?
"[B]ecause we live in a society which emphasizes both computer technology and
litigation," employers must familiarize themselves with these issues to prevent
future liability.9

A. The Manner in Which Electronic Infornation Is Produced

In 1980, Rule 34 was amended to require parties to produce documents for
inspection "as they are kept in the usual course of business or... organize and
label them to correspond with the categories in therequest.""' The dual intentions
of this requirement are to prevent a respondent from "deliberately... mix[ing]
critical documents with others in the hope of obscuring significance" ' and to
provide the requesting party with documents in usable form. 2 In the context of
electronic discovery, however, thelatter purposemaybefrustratedbecauseparties
often do not have identical computer programs that would allow them to review
responsive computerized information. Eerily anticipating this scenario, the 1970
amendments to Rule 34 provide that when producing data compilations, the
respondent may be required to translate such information through detection

underlying theory and the procedures employed in preparing and storing the
machine-readable records. When this is true, litigants should be allowed to
discover any material relating to the record holder's computer hardware, the
programming techniques employed in connection with the relevant data, the
principles governing the structure of the data, and the operation of the data
processing system.

Bills, 108 F.R.D. at 461.
7. See Ill. Tool Works, Inc. v. Metro Mark Prods. Ltd., 43 F. Supp. 2d 951, 954

(N.D. Mll. 1999); cf. Fennellv. First Step Designs, Ltd., 83 F.3d 526,533 (lst Cir. 1996)
(holding that the district court did not abuse its discretion in refising to permit the
plaintiff to access the defendant's hard drive).

8. Anti-Monopoly, Inc. v. Hasbro, Inc., No. 94 Civ. 2120, 1995 U.S. Dist. LEXIS
16355, at *4 (S.D.N.Y. Nov. 3, 1995); see Bills, 108 F.RID. at 461 ("It is now axiomatic
that electronically stored information is discoverable under Rule 34 .... ).

9. Bills, 108 F.R1D. at 461.
10. FED. R Civ. P. 34(b).
11. FED. R. Cir. P. 34(b) advisory committee's note.
12. See FED. R. Crv. P. 34(a).
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devices so as to produce the information in usable form. The Advisory
Committee to the 1970 amendments clarified the requirement by stating:

[W]hen the data can as a practical matter be made usable by the
discovering party only through respondent's devices, respondent may
be required to use his devices to translate the data into usable form. In
many instances, this means that respondent will have to supply a
printout of computer data.

[Similarly, if] the discovering party needs to check the electronic source
itself, the court may [so order]. 4

Although there is little case law addressing the 1970 and 1980 amendments in the
context of the manner in which electronic discovery must be produced, the
holdings of those courts that have discussed the issue illustrate that their approach
to electronic discovery has progressed over time. As the use of advanced
technological communication and computer document storage devices become
commonplace, it appears that the courts have become more amenable to discovery
requests seeking information in computerized form.

For example, in the 1982 case of Williams v. Owens-illinois, Inc.,"5 the
Ninth Circuit addressed a request for the production of computer tapes. 6 In
Williams, an employment discrimination case and one of the earliest opinions
addressing the manner in which responsive electronic information is to be
produced, the trial court ordered the discovery of the information contained on the
defendant's computer tapes throughhard copy wage cards.17 The court, however,
did not order the defendant to turn over physical possession of the tapes.'" In
affirming the trial court's holding, the Ninth Circuit rejected the plaintiff's
argument that this manner of discovery was inadequate.1 9 The court stated:
"While using the cards may be more time consuming, difficult and expensive,
these reasons, of themselves, do not show that the trial judge abused his discretion
in denying [the plaintiffs] the tapes.""

13. See FED. R. Civ. P. 34(a).
14. Bills, 108 F.R.D. at 461-62.
15. 665 F.2d 918 (9th Cir. 1982).
16. Id. at 932-33.
17. Id.
18. Id.
19. Id.
20. Id. at 933.
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2001] TRADITIONAL RULESAND MODERN TECHNOLOGY 797

In 1995, the United States District Court for the Southern District of New
York reached a contrary conclusion inAnfi-Monopoly, Inc. v. Hasbro, Inc.21 In
Hasbro, the plaintiff moved to compel the production of the defendant's data
processing files.' The defendant objected to the production on two grounds: (1)
that the information sought had been produced in hard copy fomat; and (2) that
the defendant would have to create a computer program to retrieve and compile
the information from its files, a time consuming and costly endeavor.'
Notwithstanding the defendant's plausible arguments and the reality that the
plaintiff's request would impose substantial costs upon the defendant, the district
court held that "the law is clear that data in computerized form is discoverable
even if paper 'hard copies' of the information have been produced, and that the
producing party can be required to design a computer program to extracthe data
from its computerized business records."' 4

Three years later, the Seventh Circuit, in Sattar v. Motorola' adopted an
entirely different approach than that taken in the earlier Williams and Hasbro
decisions. The Sattar case involved a race discrimination claim brought under
Title VII of the Civil Rights Act of 1964.26 At the trial level, the plaintiff sought
production of more than 210,000 pages of e-mail in hard copy form.Y The
defendant had produced the e-mails.' However, production was in the form of
non-conventional computer tapes.' The information was inaccessible to the
plaintiff because he lacked the requisite equipment and software to review the
tapes.3" To resolve the discovery dispute, the trial court's order provided the
defendant with the option of either downloading the e-mails on conventional
computer disks or providing the plaintiff with the necessary equipment to review
the information."' The defendant downloaded the e-mails onto a computer hard
drive that it then loaned to the plaintiff for review? The Seventh Circuit affumed
the trial court's approach and found it to be "an entirely reasonable resolution of
[the plaintiff's] problem."'33 The evolution of the courts' resolutions of discovery

21. No. 94 Civ. 2120, 1995 U.S. Dist. LEXIS 16355, at *1 (S.D.N.Y. Nov. 3,
1995).

22. Id.
23. Id.
24. Id.
25. 138 F.3d 1164 (7thCir. 1998).
26. Id. at 1166.
27. Id. at 1171.
28. Id.
29. Id.
30. Id.
31. Id.
32. Id.
33. Id. But see Fennell v. First Steps Designs, Ltd., 83 F.3d 526 (lst Cir. 1996).

In Fennel, the plaintiff sued the defendant, the plaintiff's employer, alleging that the
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disputes involving electronic informationnot only demonstrates the courts' attempt
to embrace this new form of discovery, but also it illustrates that a litigant's
uncertainty in this area is primarily caused by the courts' dilemma in applying old
rules to new issues of law.

B. The Cost of Producing Computerized Infonnation

Setting aside the uncertainty a litigant faces as to the proper form of
producing electronic discovery, the respondent to a discovery request also faces
economic uncertainties-such as, who pays for the production? Generally, the
respondent bears the cost of gathering and reviewing responsive documents, while
the requesting party bears the cost of copying such documents. 4 Rules 34 and
26(b), however, permit courts to shift the costs of production between the parties
upon a showing of "undue burden or expense. 5 The interaction of these rules
grants courts the power to shift the financial burden of discovery where the courts,
in their discretion, deem appropriate.36 In making this determination, courts will
weigh the benefits and burdens of the discovery and "consider the needs of the
case,.., the importance of the issues at stake, the potential for finding relevant
material and the importance of the proposed discovery in resolving the issues. ' n
However, the application of this balancing test to the production of electronic
discovery raises novel issues, primarily because the costs associated with
producing electronically stored data are often far more excessive than the costs of
producing "traditional" writtenmaterials." Is arespondentrequiredtopayfor the
creation of a computer retrieval program? Does a court impose an undue burden
on the requesting party in requiring it to pay for the copying of hundreds of
thousands of e-mails, in addition to the copying ofrespondent's written discovery
materials? As with the manner of production of computerized information, courts

defendant discharged the plaintiff in retaliation for reporting a sexual harassment
complaint. Id. at 528. The plaintiff sought access to the defendant's hard drive to
determine whether the defendant was fabricating employee data. See id. at 532-33. The
First Circuit affirmed the district court's ruling denying the plaintiff access to the
defendant's computer. See id. The court noted that the plaintiff's discovery request
would involve great risks and costs, including the risk of permanently affecting the
defendant's hard drive and network system. Id. at 533 n.8.

34. See Hon. Shira A. Scheindlin & Jeffrey Rabkin, Electronic Discovery in
Federal Civil Litigation: Is Rule 34 Up to the Task?, 41 B.C. L. REV. 327, 356 (2000).

35. FED. R. Civ. P. 26(b).
36. See Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 362-63 (1978).
37. Playboy Enters. v. Welles, 60 F. Supp. 2d 1050, 1054 (S.D. Cal. 1999) (citing

FED. R. CIv. P. 26(b)(2)).
38. See Corinne L. Giacobbe, Note, Allocating Discovery Costs in the Computer

Age: Deciding Who Should Bear the Costs ofDiscovery ofElectronically StoredData,
57 WASL & LEE L. REv. 257, 262-65 (2000).

[Vol. 66
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2001] TRADITIONAL RULESAND MODERN TECHNOLOGY 799

have failed to agree on who should bear the costs of producing electronic
information.

The conflict appears to arise from the hesitancy of some courts to deviate
from the framework of discovery in civil litigation by shifting the costs of
gathering andreviewing responsive electronic discovery onto therequestingparty.
For example, inIn re BrandName Prescription DrugsAntitrust Litigation,9 the
court noted that:

[i]t would be a dangerous development in the law if new techniques for
easing the use of information became a hindrance to discovery or
disclosure in litigation. The use of excessive technical distinctions is
inconsistent with the guiding principle that information which is stored,
used, ortransmittedinnewforms shouldbe availablethrough discovery
with the same openness as traditional forms. The normal and
reasonable translation of electronic data into a form usable by the
discovering party should be the ordinary and foreseeable burden of a
respondent in the absence of a showing of extraordinary hardship."3

Notwithstanding that the cost of production would range between fifty-thousand
dollars and seventy-thousand dollars, and that the producing party would have to
create a computer retrieval program, the court granted the plaintiff's motion to
compel the defendant to produce more than thirty-millionpages of e-mails and to
bear the costs incurred as a result of the production.41 The court stated that, while
it seemed unfair to force a party to bear the cost of creating a retrieval program to
respond to a document request, "if a party chooses an electronic storage method,
the necessity for a retrieval program or method is an ordinary and foreseeable
risk,42

However, not all courts subscribe to the notion that the existing framework
for discovery in civil litigation is gospel and cannot be altered. Some courts have

39. Nos. 94 Civ. 897 & MDL 997, 1995 WL 360526, at *1 (N.D. IM. June 15,
1995).

40. Id. at *2.
41. Id. at *1.
42. Id. at *2. InBills v. Kennecot Corp., 108 F.R.D. 459,460 (D. Utah 1985), an

age discrimination case, theplaintiffs soughtproductionofdetailed employeeinformation
stored on the defendant's computer. The defendant agreed to produce the information in
either computer disk or hard copy form; however, the defendant refused to pay for the
associated costs. Id. The court, afterweighing the benefits and burdens of the discovery,
declined to shift the costs onto the plaintiffs. Id. at 462-64. The court noted that
"information stored in computers should be as freely discoverable as information not
stored on computers, so parties requesting discovery should not be prejudiced thereby,
and the party responding is usually in the best and most economical position to call up
its own computer stored data." Id. at 463-64.
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ordered the requesting party to bear the cost of reviewing and retrieving
computerized information,43 while other courts have recommended that the parties
split the cost of copying such documents.44 Perhaps, these courts recognize that
producing hundreds of thousands of e-mails and creating retrieval programs to
facilitate this process is a costly, and often an overwhelmingly arduous and
burdensome, task. Nonetheless, the dichotomy that exists among the courts
demonstrates that a litigant cannot predict, with certainty, his or her electronic
discovery costs.

C. The Production of Deleted Computerized Information

While courts consistently have held that electronic data on computer hard
drives is discoverable, to the surprise of many computer users and their lawyers,
courts not only have ordered the production of retrievable deleted computerized
information45 but also have imposed sanctions for such deletions.46 The source of
the surprise is that, contrary to many computer users' beliefs, deleting a computer
file or electronic communication does not erasethe information from the computer.
Many programs have automatic backup features that create and save a copy of the
file on which the user is working.47 However, even in the absence of a backup
copy, deleted information still can be recovered. When a file is "deleted," it is
marked in the computer's disk directory as "not used," thereby permitting the
computer to store new files in the space where the "deleted" data exists.48 The
deleted data, while no longer appearing on the user's computer directory, remains
undisturbed until the computer needs the space on the hard drive to save the

43. In re Brand Name, 1995 WL 360526, at *2; see supra note 42 and
accompanying text.

44. See, e.g., Sattar v. Motorola, 138 F.3d 1164, 1171 (7th Cir. 1998) (approving
the trial court's recommendation that if the defendant was unable to provide the
computerized information on conventional computer disks or loan the plaintiff, the
requesting party, the necessary equipment to review the information, the parties each
would bear half of the cost of copying).

45. See Simon Property Group L.P. v. mySimon, Inc., 194 F.R.D. 639, 641-42
(S.D. Ind. 2000); Easley, McCaleb & Assocs., Inc. v. Penry, No. E-2663 (Ga. Super. Ct.
July 13, 1994).

46. See CrownLife Ins. Co. v. Craig, 995 F.2i 1376, 1383 (7th Cir. 1993); 111. Tool
Works v. Metro Mark Prods., 43 F. Supp. 2d 951, 962-63 (N.D. Ill. 1999); In re
Prudential Ins. Co. of Am. Sales Practices Litig., 169 F.R.D. 598, 617 (D.N.J. 1997);
Gates Rubber Co. v. Bando Chem. Indus., 167 F.R.D. 90, 131 (D. Colo. 1996).

47. For an in-depth discussion and explanation of how computers transform and
store electronic information, see Scheindlin & Rabkin, supra note 34, at 333-35.

48. Scheindlin & Rabkin, supra note 34, at 337-38.

[Vol. 66
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2001] TRADITIONAL RULESAND MODERN TECHNOLOGY 801

subsequent information.49 Thus, unlike paper documents, which can be shredded,
computer documents persist in their existence.

Similarly, deleting an e-mail message does not guarantee that the
communication has been erased. To permanently delete a message in a user's e-
mail directory, most e-mail programs require the user to perform a two-step
deletion.5" The user first must delete the message from his or her inbox and then
must delete the message from his or her e-mail deleted items folder, recycle bin,
or trash.51 This, however, does not guarantee that the message no longer exists.52

Most e-mail programs automatically save a copy of every message sent and
received by an e-mail account."3 Therefore, upon transmittal, one copy of the
message is saved by the sender's e-mail program, another copy is saved by the
recipient, and another copy is stored by the recipient's server.' Thus, multiple
copies of an e-mail message are saved onthe computers of both the sender and the
recipient, even if the message is "deleted" by both.

The longevity of deleted computerized documents and e-mail has led to
discovery requests seeking such information and court orders mandating their
production. For example, the United States District Court for the Southern
District of Indiana, in Simon Property Group L.P. v. mySimon, Inc.,55 held that
computer records, including records that have been deleted, are discoverable
documents subject to Rule 34.56 In granting the plaintiff's motion to compel the
deleted documents, the court placed the burden and expense of obtaining the
documents on the plaintiff and set forth guidelines for the taskV The court

49. The Honorable James M. Rosenbaum provided a layman's explanation of the
function of the "delete" key in his article In Defense of the DEt 'E Key. See James U.
Rosenbaum, In Defense of the DELETEKey, 3 GREENBAG2D 393,393 (2000), available
at http:/www.greenbag.org/rosenbaum deletekey.pdf (last modified Aug. 22, 2001).
Judge Rosenbaum explained:

For those with little knowledge, and less interest, a computer's DELETE key
acts somewhat like a thief who steals a card from the old library's card file.
When the card was in place, the librarian could decode the library's filing
system and find the book. If the card was gone, or unreadable, the book was
still in the library, but it could no longer be found amidst the library's stacked
shelves. In a computer, the "lost" book can be found with very little effort.

Id. at 393 n.1.
50. See Joan E. Feldman & Rodger I. Kohn, The Essentials of Computer

Discovery, 564 PLI/Pat 51, 56 (1999).
51. See id.
52. See id.
53. See id.
54. See id.
55. 194 F.RD. 639 (2000).
56. Id. at 640.
57. Id. at 641. The Simon Property court's guidelines were adopted from the

9
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to waive the privilege.1" Courts utilizing this approach opine that waiver of the
attorney-client privilege or work product doctrine requires some degree of intent.
Absent such intent, waiver is not possible."8

The last approach, which is utilized by a majority of the courts, is the case-
specific test.87 This test focuses on the totality of the circumstances. Many
factors are considered under this test, including: "(1) the reasonableness of
precautions taken to prevent disclosure; (2) the amount of time taken to remedy
the error; (3) the scope of discovery; (4) the extent of disclosure; and (5) the
overriding issue of fairness."" Therefore, the measure of reasonable precautions
takenby an attorney to keep the secrets of his or her client determines whether any
kind of disclosure constitutes a waiver of the attorney-client privilege or of the
work product doctrine.'89

2. E-mail

E-mail is an electronic system that allows immediate and efficient
communicationbetweenindividuals. Intoday's legal environment, attorneys often
transmit confidential client information over the Intemetvia unencrypted e-mail."0
The transmission of such information raises evidentiary issues of privilege and
potential ethical concerns.

a. Evidentiary Rules Regarding E-mail and Privileged Communications

State laws regarding new modes of communication and their effect on the law
of privilege are slowly developing. For example, on July 7, 1998, the New York
Civil Practice Law and Rules was amended to clarify New York's law regarding
the electronic communication of privileged information)9 Section 4548 was
added, which provides:

185. See Helman, 728 F. Supp. at 1104.
186. See Mendenhall v. Barber-Greene Co., 531 F. Supp. 951,954 (N.D. Ill. 1982).
187. See generallyHartfordFire Ins. Co., 109 F.R.D. at 329 ("Rather, themodem

trend seems to be towards a case by case determination of waiver based on a
consideration of all the circumstances. The majority of cases do hold, or take for granted,
that inadvertent disclosure of privileged documents may waive the privilege.").

188. Alldread v. City of Grenada, 988 F.2d 1425, 1433 (5th Cir. 1993).
189. When applying the case-specific test, some courts will consider Fourth

Amendment principles regarding a person's reasonable expectation of privacy in order
to determine whether inadvertent disclosure constitutes a waiver. See Katz v. United
States, 389 U.S. 347, 350 (1967).

190. Encryption is a security measure that jumbles an e-mail message, thereby
rendering it unreadable in order to protect its contents from an unintended recipient.

191. See N.Y. C.P.L.R. 4548 (McKinney Supp. 2001).

[Vol. 66
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No communication privileged under this article shall lose its privileged
character for the sole reason that it is communicated by electronic
means or because persons necessary for the delivery or facilitation of
such electronic communication may have access to the content of the
commumication."1

New York was one of the first states to pass an electronic communications
law.' The CPLR Committee of the New York State Bar Association proposed
this new statute, arguing "e-mail communications have become effective means
of communications which should be encouraged."" This legislative finding
essentially provides assurance to attorneys that e-mail transmissions of privileged
information have a reasonable expectation ofprivacy. This, in turn, supports the
contention that e-mail transmissions are protected by the attorney-client privilege.
Several state judicial opinions also have supported this contention, stating that e-
mail communications should be analogized to and treated the same as othermore
traditional means of communication. 5 Nevertheless, attorneys should proceed
cautiously when sending privileged information via e-mail because ethical
considerations remain unsettled. The New York State Bar Association's
Supporting Statement to the new section was clear in stating:

[Section 4548 does not] deal with the duty of a professional to preserve
clients' secrets. While a communication over E-mail may be
sufficiently confidential that it does not waive the evidentiary privilege
that attaches to it, the obligation of a professional to keep confidences
may require that certain highly confidential matters not be
communicated in this form, even though it would be privileged."t

192. N.Y. C.P.L.R. 4548 (McKinney Supp. 2001).
193. California also passed an electronic communications law in 1994. See CAl.

Evw. CODE § 952 (West 1995). Its lawprovides: "[a] communication between a client
and his or her lawyer is not deemed lacking in confidentiality solely because the
communication is transmitted by facsimile, cellular telephone, or other electronic means
between the client and his or her lawyer." CAL. EVID. CODE § 952 (West 1995).

194. N.Y. St B. Ass'n, CPLR Comm., PrivilegedE-AMailProposal: CPLR §4547
supporting statement, available at
http://www.nysba.orgonmnittees/cplr/library/4547.htm (last visited Nov. 14,2001).

195. See, e.g., McCook Metals L.L.C. v. Alcoa, Inc., 192 F.R.D. 242,255 (N.D.
111 2000); Playboy Enters., Inc. v. Welles, 60 F. Supp. 2d 1050, 1054 (S.D. Cal. 1999).

196. N.Y. St. B. Ass'n, CPLR Comm.,PrivilegedE-MfailProposal: CPLR§4547
supporting statement, available at
http://www.nysba.org/committees/cplr/library/4547.html (last visited Nov. 14,2001).
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b. Ethical Rules Regarding E-mail and Privileged Communications

Although information transmitted via e-mail retains its privileged character,
attorneys must ensure that they are abiding by the ethical rules of professional
conduct. The American Bar Association ("ABA") and several state ethics
committees have addressed this issue in formal written opinions.

The transmission of unencrypted confidential information may raise ethical
concerns because the ABA Model Rule of Professional Conduct 1.6(a) prohibits
an attorney from revealing confidential client information absent the client's
consent after consultation and imposes a duty on a lawyer to take reasonable steps
under the circumstances to protect such information against unauthorized
disclosure."9

On March 10, 1999, the ABA Standing Committee on Ethics and
Professional Responsibility allayed the concerns of many attorneys and stated that
an attorney may transmit information relating to the representation of a client by
unencrypted e-mail sent over the Internet without violating his or her ethical
obligations."' The Committee based its opinion on the fact that Model Rule 1.6
only requires a lawyer to choose a means of communication in which the lawyer
has a reasonable expectation of privacy.' An absolute expectation of privacy is
notrequired. The Committee found that unencrypted e-mail communications sent
over the Internet pose no greater risk of interception or disclosure than other
modes of communication commonly relied upon as having a reasonable
expectation of privacy."0

The Committee did note, however, that, if the confidential client information
being transmitted is so highly sensitive that extraordinary protective measures are
warranted, the lawyer should consult with the client as to whether another mode
of delivery is warranted and should follow the client's instruction as to the mode
of transmission.01 In such a highly sensitive situation, an attorney probably

197. See MODEL RULEs oF PROF'L CoNDUCT R. 1.6(a)(1980). See generally Iowa
Sup. Ct. Bd. of Prof 1 Ethics and Conduct, Op. 96-01 (1996) (holding that "sensitive
material" sent across the Internet via e-mail by an attorney must be encrypted, and, if it
cannot be encrypted, the attorney must inform the client of the risks the e-mail
communication poses on the expectation of privacy); S.C. St. B. Ass'n Ethics Advisory
Comm., Advisory Op. 94-27 (1995) (opining that there is little expectation of privacy
when transmitting e-mail over the Internet).

198. See ABA Comm. on Ethics and Prof 1 Responsibility, Formal Op. 99-413
(1999).

199. See MODEL RULES OF PROF'L CONDUCT R. 1.6(a) (1980).
200. See ABA Comm. on Ethics and Prof 1 Responsibility, Formal Op. 99-413

(1999); see also United States v. Charbonneau, 979 F. Supp. 1177 (S.D. Ohio 1997)
(holding that expectation of privacy for e-mail is analyzed in the same manner as a letter
sent via U.S. mail).

201. See ABA Comm. on Ethics and Prof I Responsibility, Formal Op. 99-413
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should not use e-mail as a means of communicating with his or her client without
utilizing additional safeguards.

InNewYork, DR4-101 ofthe Code ofProfessionalResponsibilityprovides,
in relevant part, that "a lawyer shall not knowingly... [r]eveal a confidence or
secret of a client."2°2  The CPLR Committee of the New York State Bar
Association, commenting on this Section of the Code of Professional
Responsibility, cautioned:

[T]he obligation of a professional to keep confidences may require that
certain highly confidential matters not be communicated [by e-mail],
even though it would be privileged. A confession of a crime, the
communication of a sensitive trade secret or similar information
ordinarily should be communicated in a method designed to ensure that
no third party has access to the information under any circumstances."'

Therefore, the mode of communication chosen by an attorney to transmit
information to his or her client, or a third party, whether it be through electronic,
written, or oral means, must be appropriate under the circumstances to protect the
confidences and secrets of the client.

Most states that have been presented with this issue have found that e-mail
communications with a client are not aper se violation of the rules of ethics.'
For example, the Illinois State Bar Association, in an advisory opinion, found that
an attorney does not violate its ethical rules by communicating with his or her
client via e-mailbecause there is a reasonable expectation of privacy, which is no
less reasonable than the expectation of privacy for telephone calls. 2 s Moreover,
the interception ofe-mail through fraudulent means or for fraudulent purposes has
no effect on the privileged character of an e-mail transmission because such
conduct is illegal under the Electronic Communications Privacy Act of 1986

The District of Columbia BarAssociation also addressed this issue and found
that confidential e-mail communications do not violate its ethical rules of

(1999).
202. N.Y. CODE OF PROF'L RESPoNsmmry DR 4-101 (2000).
203. N.Y. St. B. Ass'n, CPLR Comm., Privileged E-Mail Proposal: CPLR § 4547

supporting statement, available at
http:/Avww.nysba.orgleommittees/cplr/library/4547.html (last visited Nov. 14, 2001).

204. See infra notes 205-11.
205. See M. St. B. Ass'n, Op. 96-10 (1997).
206. See id.; see also ABA Comm. onEthics and Pro?1 Responsibility, Formal Op.

99-413 (1999) (finding that "[it is not ... reasonable to require that a mode of
communicating information must be avoided simply because interception is
technologically possible, especially when unauthorized interception or dissemination of
the information is a violation of law").
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conduct." 7 It noted, however, that, in instances where communications require a
"higher level of security," the use of encrypted e-mail transmissions should be
considered and will be adequate to protect confidentiality.0 '

Similar opinions have been expressed by the Vermont Bar Association,"° the
Alaska Bar Association,210 and the Pennsylvania BarAssociation.2" Themajority
of state bar associations agree, however, that under some circumstances,
unencrypted e-mail communications may violate a lawyer's ethical obligations to
his or her client.

3. Cellular Telephones

Although the use of cellular telephones has facilitated communications
between attorney and client, it also has created new legal risks concerning the
interception of such communications. Congress reacted to this new technological
development by passing ECPA in 1996. ECPA provides: "no otherwise
privileged wire, oral or electronic communication intercepted in accordance with,
or in violation of, the provisions of this chapter shall lose its privileged
character.

' 212

Despite ECPA's enactment, state ethics committees, as well as the ABA,
have issued their own opinions regarding the dissemination of confidential
communications over cellular telephones. In New York, the Association of the
Bar of the City of New York wrote a formal opinion, wherein it stated: "[a]
lawyer should exercise caution when engaging in conversations containing or
concerning client confidences or secrets by cellular or cordless telephones or other
communication devices readily capable of interception, and should consider taking
steps sufficient to ensure the security of such conversations."' 3 Several other
states have taken a similar position. 214

Furthermore, the ABA Committee on Ethics and Professional Responsibility
expressed its concerns about the use of cellular telephones to transmit confidential
information to a client.21' Although the Committee did not resolve the issue, it

207. See D.C. B. Ass'n, Op. 281 (1998).
208. See id.
209. Vt. B. Ass'n, Op. 97-5 (1997).
210. Alaska B. Ass'n Ethics Comm., Op. 98-2 (1998).
211. Pa. B. Ass'n Comm. on Legal Ethics and Prof'l Responsibility, Op. 97-130

(1997).
212. See 18 U.S.C. § 2517(4) (1994).
213. Ass'n of the B. of the City of N.Y., Comm. on Prof I and Judicial Ethics,

Formal Op. 1994-11 (1994).
214. See Mass. B. Ass'n Ethics Comm., Op. 94-5 (1994); N.H. B. Ass'n, Advisory

Op. 1991-902/6 (1992).
215. See ABA Comm. on Ethics and Prof 1 Responsibility, Formal Op. 99-413

(1999).
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foundthat communications transmitted over cellular telephones maybeless secure
than communications transmitted over "land-line" telephones. 2

'
6 Therefore,

attorneys should be careful not to reveal highly sensitive information over cellular
telephones.

4. Interception of E-mail and Cellular Telephones

E-mail and cellular telephone conversations illegally intercepted do not lose
their privileged status." Under ECPA, privileged communications, including
electronic communications, retain their privileged character in the event they are
intercepted in violation of the law.18 Many states, such as New York, have
followed the federal government's lead and enacted state legislation to protect the
privileged character of communications sent via e-mail."

216. See id.
217. Employee communications may be monitored under the "business related"

exceptions to the Omnibus Crime Control and Safe Streets Act of 1968, 18 U.S.C. §§
2510-20 (amended bythe Electronic Communications PfivacyAct of 1986,18 U.S.C. §§
2510-22 (1994 & Supp. V 1999)), and are, therefore, subject to disclosure. However,
courts uniformly have found that employers may not surreptitiously monitor their
employees' personal communications. See Epps v. St. Mary's Hosp. ofAthens, Inc., 802
F.2d 412, 417 (11th Cir. 1986) (employee telephone calls that included disparaging
comments about their supervisors and were placed from company telephones during
working hours were "business related" because the employer has legal interest in the
content of telephone calls with the "potential [of] contaminat[ing] the work
environment"); Briggs v. Am. Air Filter Co., 630 F.2d 414,415-16 (5th Cir. 1980) (an
employer's monitoring of an employee's telephone conversations via an extension
telephone located in another office was in the "ordinary course of business," where the
employer "highly suspected" that the employee was disclosing confidential information
to a competitor); Ariasv. Mut Cent Alarm Servs., Inc., 182 F.R.D. 407 (S.D.N.Y. 1998)
(twenty-four-hour recording of all calls to and from a security company were found to be
"business related" because such companies are "repositories of extremely sensitive
security information, including informationthat could facilitate access to theircustomers'
premises" by criminals, as well as police and fire departments); Tiberino v. Spokane
County, 13 P.3d 1104, 1108-09 (Wash. Ct. App. 2000) (while the number of a public
employee's personal e-mails was discoverable, the content of personal e-mails was not
subject to disclosure). But see Watkins v. L.M. Berry & Co., 704 F.2d 577, 583 (11th
Cir. 1983) (an employer's monitoring of an employee's personaltelephone calls underits
policy as part of its telephone sales training program violated the ECPA where the
employer failed to show compelling business need).

218. See 18 U.S.C. §§ 2510-22 (1994 & Supp. V 1999).
219. See N.Y. C.P.L.R. 4548 (McKinney Supp. 2001).
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5. Intemet and Intranet Use

Generally, computer electronic communications networks fall into one of two
categories-Internet systems and Intranet systems. A basic understanding of the
differences between the two is germane to understanding the legal responsibilities
placed upon employers regarding the management of its communications.2

An Intranet is a network that, although based on Internet protocols, is
privately owned by a company and is self-contained, accessible solely by the
company's employees or others with authorization."' Today, nearly ninety
percent of all companies use Intranets.' Unlike Internet systems that utilize
public telephone lines, Intranet users are directly connected, and the messages are
not transmitted over public telephone lines.2" While an Intranet's web site and
e-mail system appear and function in the same manner as they would on the
Internet, a closed Intranet network maintains a barrier or "firewalr' that prevents
unauthorized access 24  Firewalls are systems, implemented through both
computer hardware and software, designed to prevent unauthorized access from
the Internet into the private network.' All messages entering or leaving the
Intranet must pass through the firewall, which enables the messages to be
examined and blocked if they fail to meet specific security criteria.2 6 The use of
a firewall is essential for employer Intranet systems because such use likely will
be viewed by courts as a reasonable precaution taken by an employer to maintain
its expectation of privacy, and, therefore, to retain the protections afforded by the
attorney-client privilege and work product doctrine.

Although an Intranet can be operated as a closed network, most companies
link their private Intranets to the public Internet.22 Ordinarily, companies
facilitate that connection through an agreement with an Internet service provider
("ISP"), under which the company's employees access the Internet through

220. For a more in-depth description of the history of the Internet and modes of
access, see, for exampleAmerican CivilLiberties Union v. Reno, 929 F. Supp. 824,830-
40 (E.D. Pa. 1996).

221. Jared D. Beeson, Cyberprivacy on the Corporate Intranet: Does the Law
Allow Private-SectorEmployers to Read Their Employees'E-mail?, 20 U. HAw. L. REV.
165, 170 (1998).

222. Caitlin Garvey, Comment, The New Corporate Dilemma: Avoiding Liability
in the Age of Internet Technology, 25 U. DAYToNL. REv. 133, 136 (1999).

223. Beeson, supra note 221, at 170.
224. Webopedia,Intranet, athttp:/Avww.webopedia.com/termlilintranet.html (last

visited Nov. 15, 2001).
225. Webopedia, Firewall, athttp:/Avww.webopedia.comltermlf/firewall.html (last

visited Nov. 15, 2001).
226. Id.
227. Garvey, supra note 222, at 136.
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telephone lines for which the company pays a fee.' Generally, ISPs operate
Internet servers and also provide services such as e-mail, web-page hosting, or
usernet newsgroups.' Currently, under relevant statutory law, what constitutes
an ISP remains unclear. ° For instance, under the Digital Millennium Copyright
Act, "service provider" is defined as "an entity offering the transmission, routing,
or providing of connections for digital online communications, between or among
points specifiedby a user, of material ofthe user's choosing, withoutmodification
to the content of the material as sent or received."' In general, the ISP label
includes all organizations that provide Internet-related services. The more
companies that link their private Intranets to the Internet, the more they meet the
functional definition of an ISP with the attendant immunity from liability. Thus,
companies with direct links to the Internet appear to meet the functional definition
of an ISP.

V. CONCLUSION

While the business and legal communities have welcomed the freedom and
rapid accessibility ofinformation that modem technology has made possible with
open arms, today's new communications technologies have created pitfalls, and
have and will continue to raise liability issues that must be carefully considered
by employers and their counsel in day-to-day communications, litigation, and
employee relations for years to come. Most, if not all, ofthe pitfalls certainly can
be avoided by careful legal document handling, clear and consistent employee
monitoring, and carefully drafted employee use policies.

228. Garvey, supra note 222, at 140.
229. Garvey, supra note 222, at 137. These providers, however, are occassionailly

distinguished fromtelecommunications providers such as AT&T andUUNET, which are
more commonly known as "Internet Backbone Providers."

230. Garvey, supra note 222, at 138-39.
231. 17 U.S.C. § 512(k)(1)(A) (Supp. V 1999).
232. Garvey, supra note 222, at 137.
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